
Automatic Validation and Evidence Collection of Security Related Network Anomalies

1

2

4

5

6

Motivation

Apriori algorithm (IMC 2009)

Towards Automatic Anomaly Validation

Apriori-based GUI

Results

Conclusions

• Non-negligible false positives in NetFlow based Anomaly Detection tools
• Operators need compact display of all anomalous flows to investigate

• Anomalies often generate a lot of flows
• Apriori finds large sets of flows (itemsets) sharing a combination of features
• Key point: get anomaly indication (set of features, time, duration) and look “around” it 

(union of features, NOT intersection)

Apriori fine-tuning for GÉANT network

• Apriori misses attacks with a lot of packets but few flows (DoS UDP floods)  Apriori modified
version looking for itemsets with high #packets

• Automatic self-adjusting of Apriori minimum_support
• Filter out Apriori’s output (top N)

Using Apriori to help network operators

• Provide all IP flows potentially related to an anomaly in a compact way

Source IP Destination IP Source Port Destination Port

X.191.64.165 Y.13.137.129 55548 *

X.191.26.33 Y.13.137.129 39573 *

* Y.13.137.129 3072 80

* Y.13.137.129 1024 80
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• In 94% of the cases Apriori finds the main anomaly under investigation (low false negatives) 
• In 26% of the cases it also signals other simultaneous attacks to same target as well as

attacks to different targets
• Helpful for spotting false positives for DoS

• No need to do the drill down anomalies manually
• Additional interesting information
• Quicker and more reliable decisions

Web interface
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details NetReflex or other AD tool

NetFlow collection scenario in GÉANT network
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6 - Display results
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